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3.3 DDoS  Report  
 

 

Ƚ ở˝ ╪ᾋ 

- 2011Ц 3∩ 3▀ ₡  5ᾎ˿ ̰Ͽ  Ợ╪  ḓ ͔╔͙̕, ̰ʺ͙̕ Ӯ ̑˶ ︣  ḛỸ, Ṓ̆, ♪ὡ 

Ӈ‴╖ᶒ, Ỵ  ὡ︡ ᾎ▬ ḓ ҍ╞(▫Ợ ♣ Ⱡ  ḓ ♣↔ḥᾐ, KISA ᵭ  ♣↔ḥᾐ)╖ᴛ Ṓ Ϯגᵑ  

Ḥ  ₰ᴮ. 

 

Ƚ צּ ⅔דừ 

  ╪Ḵ ̑˶╘ CC Attack, UDP Flooding ̑˶╪ᶒ, 4▀ ̑˶╪ ◓ˌӇᶔ ╪  ῸἛ ӥʺ ּת♬  ᾎʼ ҿΌ 

בֿ ╙˶̑ ᶒ, ּת♬ ᾎʼ╪ Ӈᶔ ӥӰᾅ ᵑ ̢ ⁴ ᾎᾅ  Ṩ ╙ ᶴᴏ  ѻ. 

 

2009ŝ 7,7 DDoS 2011ŝ 3.3 DDoS 

⌠ ӥ ‰ҥ╪  ▀╙  ῸἛ ӥ ˁ₀ 

DDoS ̑˶ ҍỮ ▀ Ṋҵ Ⱶ◓(.nls / .dat)  

ꜙ ̢ Ѿ́ ὡ  

 

Ƚ ʾ⁸ ˼ᴘ 
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Ƚ ̎˳ Ҋừ 

   1 (29⁴̐) ̑˶ ŕ 3▀(ᶜ) ₡  5ᾎ 

₮ҍ,, Ω̪ ỮṨ, ▀Ṩ, ̰ , ♣▫♬Ṩ, Ḣ─Ợ‰ , Ợ╪Ḳ˿ , ̰Ἕ , ̰ḢṨ, ҿ ᶛṕṨ, ┴̱, 

ל ,̱ ,̱̑ Ḉ̱, ΌṨ, ̰╬ Сֿב ∟, ͔╔─∟ , ̰Ḋ╘ , Ω ╘ , ᾐ ╘ , з  ,̾שּ∑ ,

ҍᾐּ̾ש, Gᵡ , Ό ὡ⁷̯ἵ, ˭▐, Л╪Ḳ, ѻ╛ 

 

   2 (40⁴̐) ̑˶ ŕ 4▀(͔) ₡♣ 10ᾎ 

Л╪Ḳ, ѻ╛, ₢Ἢ, ˭▐, ӰῬ╬Ợ╪ӥ, ּתᵡ , ₮ҍ, Ω̪ ỮṨ, ̰ʺ♬Ṓ∟, ▀Ṩ, ̰ , ̰ʺҍ

, Ḣ─Ợ‰ , ˿ , ̰Ἕ , ̕Ἕ , ̰ḢṨ, ҿ ᶛṕṨ, ┴̱ṕṨ, ̱̑ṕṨ, ̱ṕṨ, ל Ḉ̱, 

̰Ḣ Ṓ∟, Ⱡ8♣ ẋ Ѿ, ḢἾ ᾐ─∟ , ♬Ό♣Ṩ, ̰╬ Сֿב ∟, Ό ὡ⁷̯ἵ, ͔╔─∟ , ̰

Ḋ╘ , ↕ᵙ╘ , Ϯ╘ , Ω ╘ , ᾐ ╘ , Ⱡ▀╘ , з ̰ ,̾שҍᾐּ ,̾שּ∑ , ҵ̑Ợ, ̰ὡ

ᴏ∟▫ᴏ 

 

Ƚ C&C Ἁḯ ṧ  

 

C&C Server Map.  

 

Ƚ ‭Ң╧ ѻᶕ ᵖᾂשּ  (  42⸗) 

Bin.S.Agent.112  

Bin.S.Agent.112.A  

Bin.S.Agent.112.B  

Bin.S.Agent.112.C  

Bin.S.Agent.12  

Bin.S.Agent.12.A  
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Bin.S.Agent.12.B  

Bin.S.Agent.12392  

Bin.S.Agent.16  

Bin.S.Agent.4674  

Bin.S.Agent.616  

Bin.S.Agent.616.A  

Bin.S.Agent.8  

Bin.S.Agent.8.A  

Bin.S.Agent.8.B  

Bin.S.Agent.8.C  

Bin.S.Agent.9080  

Trojan.Win32.Agent.10240.DP  

Trojan.Win32.Downloader.11776.MH  

Trojan.Win32.Downloader.20480.ALQ  

Trojan.Win32.Generic.13312.B  

Trojan.Win32.Generic.16384.B  

Trojan.Win32.Generic.24576.I  

Trojan.Win32.Generic.24576.J  

Trojan.Win32.Generic.27648  

Trojan.Win32.Generic.36864.I  

Trojan.Win32.Generic.42320  

Trojan.Win32.Generic.46416  

Trojan.Win32.Generic.57948  

Trojan.Win32.Generic.71000  

Trojan.Win32.Generic.71008  

Trojan.Win32.Generic.77824.L  

Trojan.Win32.QHost.131072  

Trojan.Win32.Qhost.126976  

Trojan.Win32.Qhost.16384.G  

Trojan.Win32.Qhost.16384.H  

Trojan.Win32.S.Downloader.10240.AF  

Trojan.Win32.S.Downloader.11776.Y  

Trojan.Win32.S.Generic.46432  

Trojan.Win32.S.Generic.71008  
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Trojan.Win32.S.Obfuscated.40960  

Trojan.Win32.S.QHost.118784 

 

Ƚ ̎˳ ︠ 

 ῸἛ ӥѤ Ὧ‡Ḗᾅᵑ ẋᴡ  ṒṒḖᾅ, ▀ᾎ , ώ ѻ⇔ Ӯ ̰Ͽ ⌠ ӥ‰ ╥ ▀ө╙ 

⁴ ┬ Ӈ‴ѻ. ֞  ̑˶╙ ὡ Ѥ ῸἛ ӥѤ Ḥ ᾎ͙⁄ ӻתּʺ2 ˭ ג Ṫᵆᴛ Ϯя ὡ ▓ѻ. 

 

3∩ 2▀ ~ 3∩ 4▀ ҿΌ Ḥ  ӈ ˦╖ᴛ Ṓ╪Ѥ ῸἛ ӥѤ ⸗ẋPCᴛ ˁ₀ᾎ  C&CἌḲ₮ ᾐ, DDoS 

ҿ▬, ḥᾐ‰ҥ╪  Ḣ , HDD ̢ Ӯ╙ ΊḴ⁄ ὡ ̆ ▓╖ᶒ, 

3∩ 4▀ ₡ Ṩ  Ḥ  ӈ ˦╖ᴛ Ṓ╪Ѥ ῸἛ ӥѤ C&C ἌḲ₮╥ ᾐ̓ DDoS ҿ▬ᵣ╙ ὡ ᶒ 

C&C ἌḲ⁄Ἄ ‰ҥ╪ ᵑ  ḥᾐ‰ҥ╪  Ḣ , HDD ̢ ҿ▬╙ ὡ ѻ. 

 

ῸἛ ӥѤ ʻʻ╥ ҿ▬╙ ─  Ṫᵙӈ dll ▀ᴛ ̯ἛӇ‡ ▓╖ᶒ, ҿ▬╙ ὡ ͙ ─  dat ▀╙ Ṋ

ҵᴛ ʺּ̆ת ▓ѻ. 

֞  Ṫᵆ⁄ ӻגἌ dat ▀╥ ╪ᵒ╪ Ҁ̆תּג ▓ѻ. 
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Ƚ Ἒṥ ʹץ ṏ̃Ἁ 

 

Type1. (3√ 2╪ ~ 3 √ 4╪ ┘  ♩) 

 

 

[͋ᵚ 1] ʸ ╪╢ ⁮  

 

1. p2pỢ╪ ⁄Ἄ Ⱡ̑ Ѥ ᴛ͎ע╥ ♬ ▀╙ ῸἛ ӥᴛ ṉⱳ ⁴ ѻ⇔ᴛӥӈ ῸἛ ӥ⁄ ╥  

n(נҟᶷ▫⁸).dll ῸἛ ӥʺ ᴛӥӈѻ. 

 

2. ҉ ῸἛ ӥѤ dll ▀ᴛ ҉ ῸἛ ӥʺ ᴛӥӇ‡ ᾒ Ӈᶔ, ▀ϿṨ⁄ Ⱶ◓ Ѥ PE ▀╙ ѻ╛╥ 

˿ᴛ⁄ ỸἛ ⁴ ᾒ ѻ. 

(ᾎᾅ  җ)\ rtdrvupr.exe 
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[͋ᵚ 2] rtdrvupr.exe ᵎ ᾏ ѡ ˣ╓ᴘ ᾂ  ╪ ṆⱭ 

 

3. ᾒ ӇѤ rtdrvupr.exeѤ ѻ╛̓ ˉ╪ hosts ▀⁄ ѻ╛̓ ˉ╪ ḥᾐ‰ ╥ ‰ҥ╪  ̕ᴐ URL╙ ʺ

⁴ ♪͐  ὡ ′ҵᴜ Ѿ Ѥ ͙ѫ╙ ˇѤѻ. ˁ₀ӈ ᾎʼ⁄ ӻג ῷמ₮ ˉ╪ ӎ ʺּת Ḳ♣╪ ▓ѻ. 

 

 

[͋ᵚ 3] ṆⱭӅ Hosts  Ř Ḣᾍ‭ , ṏ ϫׇ URL ѻ 
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4. ѻ╛╥ ˿ᴛ⁄ ʻʻ╥ ╥Ḉᵑ ˇѤ dat ▀╙ ỸἛ ѻ. 

(ᾎᾅ  җ)\ faultrep.dat  // C&C ἌḲᴛ Ợ↔ӇѤ 10ˌ IP₮ Port ♬Ṓ 

(ᾎᾅ  җ)\ tljoqgv.dat   // ̑˶ҍỮ⁄ ҍ  ᵙᾅ     

(ᾎᾅ  җ)\ tlntwye.dat   // ̑˶ ᾎʼ ἒ♬ 

(ᾎᾅ  җ)\ noise03.dat // Ӱᾅ  ̢ᵑ ─  ⱳˠ ♬Ṓ 

 

[͋ᵚ 4] faultrep.dat, tlntwye.dat, tljoqgv.dat ╪╖ ỵἘ. 

 

5. noise03.dat ▀╥ ˿↕ ◓╥ ᾎʼ̓ ᾎᾅ ╙ ̢ ͙ ─  ἒ♬˃╖ᴛ ▀╙ ỸἛ Ѥҥ ѻ╛╥ 

╪Ḉּת⁄Ἄ ṒѤ ˦̓ ˉ╪ ̢ӇѤ ϳ Ѥ ˁ₀ӈ ᾎᾅ ⁄ ӻג Ҁפֿג ὡ ▓ѻ. 

 

 

[͋ᵚ 5] ◐ ᾋᾂ  ϰ￼₫ ̟ӄѡ ϰ￼ᵎ noise03.dat  ╪› ♄◌ 

 

6. ῸἛ ӥѤ dat ▀ Ω⁄ ѻ╛╥ dll ▀╙ ỸἛ ⁴ Ἄẋᾅᴛ Ӯᴜ ѻ. 

(ᾎᾅ  җ)\ m(נҟᶷ▫⁸)svc.dll 

(ᾎᾅ  җ)\ w(נҟᶷ▫⁸)svc.dll 

(ᾎᾅ  җ)\ s(נҟᶷ▫⁸)svc.dll 
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[͋ᵚ 6] ỵἘ ѡ dll╕ ᶘӋ svchost.exeᵎ ╧↑ ⁭ ἉẈᾂᴘ ӫᴙ 

 

7. m(נҟᶷ▫⁸)svc.dll ▀╥ ˿↕ faultrep.dat ἒ♬ ▀╙ ̆ ⁴ C&CἌḲ⁄ ҉ Ѥ 10ˌ╥ IP⁄ 

♪ἶ ⁴ ╥ ᶘᴖ╙ ὡ Ѥ ⁵ ╙ ᶒ (┌ҵ↕ җ)\ NLDRV\ 111 җᵑ ỸἛ ⁴ ҥ╪ ᵑ Ḛῷ 

♇◑ ѻ. 

208.71.147.242:443   (https), 212.62.100.211:443  (https) 

59.125.224.43:443    (https),  120.151.118.10:443  (https)  

203.196.252.244:443  (https) ,  210.145.163.228:53  (dns) 

147.175.129.216:443  (https) ,  59.120.179.11:443   (https) 

212.102.5.42:443     (https),  63.163.221.71:443  (https)  

 

[͋ᵚ 7] faultrep.dat  ╪› ♄◌Ӆ 10ˉ╢ C&C Ἁḯ IP דἲ₫  

 

8. w(נҟᶷ▫⁸)svc.dll ▀╥ ˿↕ ҿ▀˿ᴛ╥ tljoqgv.dat, tlntwye.dat  ▀╙ ╪↔ ⁴ C&CἌḲ⁄ ♪ἶ

╙ ̆ ⱳˠ╙ ᵣⱴ ᶔ DDoS ̑˶╙ ὡ Ѥ ˦╖ᴛ Ṓ╪ᶒ ╪Ѥ ᾎᾅ ╪ ̢Ӈ͙ ♣ּͥת ́ἶӉ 

˦╖ᴛ ♬ӈѻ. 
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[͋ᵚ 8] ᾋᾂ  ᾋʹ̐ ╪ ϼ› ♄◌Ӆ ᾋʹ╖ Ẉ̧ ⁭ ̎˳ Ὕ  

 

9. s(נҟᶷ▫⁸)svc.dll ▀╥ ˿↕ noise03.dat ▀╙ ⱳ ⁴ ⱳˠ╙ ᵣⱴ  ˿↕ ѻ╛╥ ◑▫ᵑ ʺ

ᶛӎᵑ ợⱠ ▀ בֿ ᶒ, ợⱠӈ ▀̓ ҿ▀  Ợ╪ּנ╥ ḕ╪Ўᵙᵑ 0╖ᴛ ⇔ Ӛ   ʺ ἒ♬ӈ ŗ ▀

ᶘ.cabŘ ▀╙ ỸἛ ⁴ ҉ ▀╙ ṓ̯  ὡ ′ҵᴜ ᶒ, ╪  0x00 ╖ᴛ Ҥ‡ῠѤ Ḣᾏ╖ᴛ Ӱᾅ

ᵑ ̢ ѻ. ợⱠӇѤ ҍỮ ▀╥ ◑▫Ѥ ѻ╛̓ ˉѻ. 

.doc, .docx, .docm, .wpd, .wpx, .wri, .xls, .xlsx, .mdb, .ppt, .pptx, .pdf, .hwp, .hna, .gul, .kwp, .eml, .pst, .alz, .gho

, .rar, .php, .asp, .aspx, .jsp, .java, .cpp, .h, .c, .zip 
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[͋ᵚ 9] ∙Ṓ ╪ᶕ› Ś.cabśᵎ  Ṱ╧̃ 0╓ᴘ ῟ӗ ῾ ´ ╢ Ḓ╧Ћᵖᵎ ҡ„ΰ. 

 

 

[͋ᵚ 10] ᶶᵖ♅╩ PhysicalDrive ╢ offset 0 ›Ἁṥ  ῝͖ Ὕ  

 

10. ˁ₀ ᾎʼ̓ ̢ ᾎʼ╙ ҅̆▓Ѥ ▀╪ ợⱠӇ‡▓˞Ϯ, ◓ ᾎᾅ ᾎʼ╪ ˁ₀ᾎʼṒѻ ╪♣▀ 

˿↕⁄ҵ ᾎᾅ ╪ ̢Ӈҵᴜ Ӈ‡▓ѻ. 


