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C&C Server Map.

E T HL woa PG (M 42:)
Bin.S.Agent.112

Bin.S.Agent.112.A
Bin.S.Agent.112.B
Bin.S.Agent.112.C

Bin.S.Agent.12

Bin.S.Agent.12.A
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Bin.S.Agent.12.B

Bin.S.Agent.12392

Bin.S.Agent.16

Bin.S.Agent.4674

Bin.S.Agent.616

Bin.S.Agent.616.A

Bin.S.Agent.8

Bin.S.Agent.8.A

Bin.S.Agent.8.B

Bin.S.Agent.8.C

Bin.S.Agent.9080
Trojan.Win32.Agent.10240.DP
Trojan.Win32.Downloader.11776.MH
Trojan.Win32.Downloader.20480.ALQ
Trojan.Win32.Generic.13312.B
Trojan.Win32.Generic.16384.B
Trojan.Win32.Generic.24576.1
Trojan.Win32.Generic.24576.J
Trojan.Win32.Generic.27648
Trojan.Win32.Generic.36864.1
Trojan.Win32.Generic.42320
Trojan.Win32.Generic.46416
Trojan.Win32.Generic.57948
Trojan.Win32.Generic.71000
Trojan.Win32.Generic.71008
Trojan.Win32.Generic.77824.L
Trojan.Win32.QHost.131072
Trojan.Win32.Qhost.126976
Trojan.Win32.Qhost.16384.G
Trojan.Win32.Qhost.16384.H
Trojan.Win32.S.Downloader.10240.AF
Trojan.Win32.S.Downloader.11776.Y
Trojan.Win32.S.Generic.46432
Trojan.Win32.S.Generic.71008
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Trojan.Win32.S.0bfuscated.40960
Trojan.Win32.S.QHost.118784
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Typel. 3V 2F ~3V 44
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Sbupdate
GEdIE 220

Trojan.Win32.Downloader.10240.0) |8
Trojan.Win32.Downloader.11776.MI

ol FCE CETH hosts B

ﬁ.’] Nt(HHH 2 2==%12).dll (host.dil)
Trojan.Win32.QHost.118784

|L—.-‘5: W(aH = 3x}2])sev.dll
_=|| DDoS Agent

Trojan.Win32.0Obfuscated.40960.C
Trojan.Win32.Generic. 42320

[z

tljoqgv.dat
DDoS 238 25

=/ ==

Bin.S.Agent.9080

5

tintwye.dat
DDoS & HA| &= H
Bin.S.Agent.8

&,

m(EI = 3X2) sev.dll
Bot, R Z Al g A3
Trojan.Win32.Generic.71008
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|| Bot @ HIY, HSX| 2E(107H)
Bin.5.Agent.112

|,

HDD o
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APA|, I

Trojan.Win32.Generic. 46416
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= |=])| HDD o3| S=A|ZH 7|25 98
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GetSystemDirectoryA(Buffer, Bx104u); ‘__ﬂ
SizePointer = 10240; HAURI
sprintf{&CndLine, "%sW#%s', Buffer, “rtdruupr.exe™);
sub_168881170{&CndLine, &unk_16807610, Bx46080u);
WinExec{(&CndLine, 8);

[ w 2]rtdrvuprexe ! A w X e & + NQ
3.0 HIE rdrvuprexele o4’ ~ F hosts M/ od’ T F hp %Vl %HFE ' o URLL 4

a ) ' o NGO K, gl Ko.“oy A/ 5212 dnF £ M "N Kef Bo.

ZE BEE MO 27V SsUH |
<&H| PC hosts MM S W= /7 C#Windowshsysten32Hdr i verstetcifhost s> -

explicitupdate.alvac.co. kr
ams.ahnlab.com
ko-kr.albn.altools.com
ko-kr.alupdatealvac.altools.com
su.ahnlab. com

sud.ahnlab.com
update.ahnlab.com
ahnlab.nefficient.co. kr
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PC hosts Nl S=E HE /7 C:#¥indows#systenS2dr i vers#tetchosts>

o

www . alvac.co. kr

www. boho.or . kr
download.boho.or. kr
www.ahnlab.com
explicitupdate.alvac. co.kr
ams.ahnlab.com
ko-kr.albn.altools.com
ko-kr.alupdatealyac.altools. com
su.ahnlab. com
sud.ahnlab.com
update.ahnlab, com
ahnlab.nefficient.co.kr

ooooooooooo
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4044 1/ 7 € T dat WL YE o.
(Aa )\ faultrep.dat IIC&C AKT QO oHlE 10, IPF Port 50
(Aa X )\ tljoggv.dat - -0/ b =4
(Aa X\ tintwye.dat In- . A £ a5
(Ad % )\ noise03.dat Inya, .1 — wy 50

sprintf{&CmdLine, "%sk#%s", Buffer, "faultrep.dat");
sub_180881178(&CndLine, &Buffer, Bx76u);

HAURI
sprintf{&CmndLine, "%sk%s", Buffer, "tlntuwye.dat");
sub_18881178(&CndLine, &dbl_ 18815914, 8u);
sprintf{&CmndLine, "%sW#%s", Buffer, "tljoqgu.dat™);
sub_180881178(&CndLine, &unk_1861591C, Bx3068u);

[ w 4] faultrep.dat, tintwye.dat, tljoqgv.dat =|=-" y E.

5.noise03.dat ™, 1 a4 A AG L — Efa>q7 WL YE ew od g
+Cn/ AOK1" £ L HIEEj IKESoy Ad / f2 CAd

0.

vl = 8;

vit = 0; ‘ Z
ui2 = @;

GetLocalTime((LPSYSTEMTIME)&u17); HAUR'

SystenTimeToVariantTime ((LPSYSTEMTIME)&u17, (DOUBLE »)&u16);

vi2 = &; 17 82 E TDZHO0| SHHCE 8
sprintf(&CndLine, "%sWW%s", ::Buffer, "noiseB3.dat");

result = sub_100601170(&CndLine, &u10, OxCu);

u26 = 9;

V27 = @9; ,4‘;!'.E:zl‘\\
GetLocalTime((struct SYSTEMTIME »)&u28); HAUR’

SystenTineToVariantTime((struct SYSTEMTIME =)&u28, (DOUBLE =»)&u25);

v27 = 7; /7 12 F I 2A0| SASICE 4%
sprintf(&CndLine, "“%stiZs", Buffer, "noise03.dat");
result = (uoid »)sub_10001170(&CndLine, &u25, 0xCu);

[w 5 « Ad wlE@d | gw u@ noise03.dat > bo

6. OEb il dat ™ Q/ od  dil WL Y'E 4 AXET YU O.

(Ad XN\ m@Q kv s 8 )svedll
(Ad XN\ w@ k v = 8 )sve.dll
(A& XN\ s@ kv = 8 )svc.dll




HAURI
www.hauri.net Hauri Securitx Emergency Center

-5|,|D_1[|l}|]12[|'9“|:h.|r' =jkbata, Ghest, (int)Bu12);
sprintF{&DisplayHame, "%s%s”, RaMlcrosoft[v?], BDest);

sprintf{{char =)&HunberOfBytestiritien, LSS .dl1", Buffer, &Data);
'5.|]D_‘|l]l]ﬂ‘|'|?'ﬂt&||l [l ssiritten, lpBuffer, nHumberOfFBytesTodrite);
sprintf{{char =)&BinaryPathHame, “§535", “$Systenfootisypstendzidsuchost cexe -k *, GData);

sprintf{(char =)BSubkey, “ists", “SYSTEMMCurrentControlSet¥dServiceses, &hata);
sprintF(Bu1T, "Es%s.d1l™, "LSystemRootisystendZil”, BData);

l.lH-e[sl:r"I_l:nu.ln.l.j = 1] = 03
w19[strlen{BBinaryPathHane} - 1] = O
v2i[strlend&Subley) - 1] = @:

v [strlen{Bui’) - 1] = 03

iF { RegOpenkeyE=A(HKEY LDCAL MACHIHE

HAURI

o B, Ju, &hifey) )

“SOF TWWREWHL crosof tidlindows HTWICuw-rentlersiontdSuchost™

[w6]lyE wdlg [Y svchostexe! =t t AWiP &1
7.mQ kv e 8)svedl ™ ¢ faultrepdat £ = WLy~ 4 C&CAK/ k€ 10, 1 I
»1To+ ag il s L g (rmyt  X)NNLDRM 111 %0 Y'E 4 W$ 1 EQ®
P Q.
208.71.147.242443  (https), 212.62.100.211443 (https)
59.125.224.43443  (https), 120.151.118.10443 (https)
203.196.252.244443 (https) , 210.145.163.22853 (dns)
147.175.129.216443 (https) 59.120.179.11443  (https)
212.102.5.42443 (https), 63.163.221.71443 (https)
00000000 01 oo oo 00 oo 00 00 00 00 13 77 42 64 9A 77 32 .......... wBd lw
00000010 00 30 8B 3B C1 7E CO E3 40 6....... 01:A~Az@
00000020 00 D4 3E 64 D3 BB 01 00 00 DGI&»...0>d0». ..
00000030 00 78 97 76 OA BB 01 00 00 ;}a+
00000040 CB C4 FC F4 BB 01 00 00 D2 91 A3 E4 35 00 00 00 "
00000050 93 AF 81 D8 BB 01 00 00 3B 78 B3 OB BB 01 00 0O |HAUI?>I..
00000060 D4 66 05 2A BB 01 00 00 3F A3 DD 47 BB 01 00 00 Of.*»...?8YG»...
[ w 7]faultrepdat $> boJ} 100 { C&C AT IP 71 d
8w kvos)svedl "W : ¢® 1 . tjoggv.dat, tintwyedat MWL L. <+ C&CAK/
L~ wy L,y 3 DDoS” - L & 1917 OFe FIEAG + . H, #in |

1'|'|T 1840.
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w{ DUWORD »)&SystemTine.wHonth = @;
#{ DWORD =)&SystemTime.wDay = 8;
SystenTime .w¥ear = @;
=( DWORD =)&SystemTine.wHinute = 0;
systenTine .wMilliseconds = @; ,’ﬂ
GetSystemTime (&SystenTine); )
SystemTimeToVariantTime(&SystenTine, &putime); HAUR'
if { dbl_10815AFC < putime }
{

15 = putime + 1.0;

dbl_18815AFC = putine + 1.0; O ATH Al BHFE GOFhH R E
H
sprintF{&CndLine, "%skEs", ::Buffer, "tlntwye.dat");
sub_10801178(&CndLine, &dbl_10015AFC, 8u);

Inspector & x  lUntwye dat iy

Type Value -
Double  40607.3325578704
String JgPué0I®
Unicode ROPM
DOSDATE  09/09/2031 /_ﬂ
DOSTIME  12:57:18
e HAURI
[OLETIME _|03/05/2011 07.58.53
timet  05/10/2057 150513 -~

Ll B 9 €7 SO0 A4 EA D2 E3 40 ) gFHEOAS

[w8lAG A" Fp> voJ] A g W 1Y

9.0 kv = 8)svcdl ™. 1 noise03.dat ML yw <+ wy Ll v ¢ odqg e v

3 ®Moyn gt g,oty W B gLy EFYV50 0T Ve B " g gy r W
[ .cab®ML YE « :: ®MLG o' qu g,+ O0x00qT HiDIKHAqT Vi,
", o0.0tHKLD WM. L. o0d 0.

.doc, .docx, .docm, .wpd, .wpx, .wri, .XIs, .xIsx, .mdb, .ppt, .pptx, .pdf, .hwp, .hna, .gul, .kwp, .eml, .pst, .alz, .gho

, .rar, .php, .asp, .aspx, .jsp, .java, .cpp, .h, .c, .zip
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uv18 = Source;

FileMame = @;

memset{&u2y, @, 0=Z204u);

uz2g = B;

u19 PathFindFileNMameW{Source);

wescpy{&FileHame, ui18);

wescat{&FileMame, L' .cab");

sub_186881A36{8);

uZ8 = sub_188856288({&FileHame, {int)&unk 188885F4);
21 = {uwoid *)ju26;

sub_188862F8{uv206, uvi19, {(HAHDLE)uU18);
sub_18886318{u21);

ul8 = CreateFileW{&FileHame, BxCO000806u, 1u, 8, 3u, 4, B8);
vi1 = uvi18;

SetFilePointer{vii, 8, 8, 2u);

LS
{ HAURI

if ¢ uih )
do
1
WriteFile{vi1, HMemory, v13, &HumberOfBytesWritten, B8);
[wol -0 #g> Scabg T<~ opp "& " A~ { DRt x, 0.
[ w 10] « p wad PhysicalDrive{ offset0> A§ " Y

10



